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Abstract. This study investigates the speed and security of five internet browsers: Google Chrome,
Mozilla Firefox, Microsoft Edge, Brave, and Opera. Evaluating startup time, search speed, webpage loading,
and security features including VPN and AdBlocker, it identifies variations in data collection and privacy
practices. Notably, Opera demonstrates the highest security with minimal third-party connections. However,
concerns arise with Microsoft Edge's data aggregation practices. This research underscores the importance
of considering both speed and security when selecting a browser, contributing to informed decision-making in
internet usage.
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levads

Interneta parliiki ir neizb&gama sastavdala miisu ikdienas digitalaja pieredzg. Tie ne tikai
nodros$ina piekluvi plaSajam timekla saturam, bet ar1 ir bitisks aspekts drosibas un privatuma
nodroS§inasana tieSsaistes vid€, ka arT atrums. Arvien pieaugosa konkurencé€ interneta parliku
tirgll ir svarigi saprast un salidzinat to darbibu, lai izv€létos vispieme&rotako risinagjumu savam
vajadzibam.

Sis pétijums koncentr&jas uz pieciem populariem interneta parlikiem: Google Chrome,
Mozilla Firefox, Microsoft Edge, Brave un Opera. Mérkis ir ne tikai novértét to darbibas atrumu,
bet arT izpétit to drosibas funkcijas un privatuma politiku.

Viena no galvenajam parbaudém ir interneta parliiku atruma salidzinajums, izmantojot
riku, ko sauc par Speedometer 2.0. Sis riks lauj mérit parliku veiktsp&ju, pamatojoties uz ta
sp&ju izpildit interaktivu timekla lietotni, atjauninot datus un atjaunojot interfeisu. Izmantojot
Speedometer 2.0, veicu vairakas iteracijas, lai ieglitu uzticamus rezultatus par katru parliku.

Turklat izmantoju tikla uzraudzibas riku Wireshark, lai analizé€tu katru parliku un
novertétu to datu savaksanas prasmes. Mérkis bija saprast, kadi dati tiek nosiititi no parlikiem
uz ar&jiem serveriem un vai ir kadas privatuma vai droSibas riska pazimes.

Nobeiguma veicu phishing parbaudes, izmantojot Python kodu, lai parbauditu, kura
parlika ir vislabaka aizsardziba pret launpratigiem timekla vietnu uzbrukumiem. Mes
izmantojam https://phishtank.org [1] pieejamas URL adreses, lai identificEtu un noveértétu
bistamu vietnu klatbiitni katra parlika.

P&tijuma rezultati sniegs plasu skatu uz katru parliku, ta darbibas atrumu, droSibas
funkcijam un privatuma politiku. ST informacija palidzés lietotajiem izvéleties piemérotako
parliku saviem individualajiem vajadzibam, nemot véra gan veiktspéju, gan drosibu.

Materiali un metodes
Bija vajadzigs lejupieladét nepiecieSamos interneta parlikus:
e Google Chrome: Versija 99.0.4854.100 [2]
e Mozilla Firefox: Versija 98.0.1 [3]
e Microsoft Edge: Versija 99.0.1150.46 [4]
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e Brave: Versija 1.41.112 [5]
e Opera: Versija 85.0.4340.80 [6]

Lai spétu salidzinat katru parloku, vajadzg€ja atrast informaciju par to droSibas
specifikacijam un analizeét. Galvenokart par svarigakajiem droSibas lidzekliem izvélgjos jau
iebiivetus timekla parlika drosibas funkcijam:

e VPN: Veértéts, vai parluki piedava iebiivetu VPN funkciju, kas nodrosina drosu interneta
savienojumu.

e AdBlocker: Novertéts, vai parluki piedava iebiivétu reklamu bloké&taju, kas palidz
noverst traucgjosu reklamu saturu.

e Safe Browsing: Izpétita parluku sp€ja bridinat lietotajus par potenciali kaitigam timekla
vietném.

e Failu kriptéSana: Noverteta parliku iesp&ja nodrosinat failu kriptéSanu, lai aizsargatu
lietotaju datu droSibu.

e Privatuma reZims: Pétita funkcija, kas bloké izsekoSanas sikdatnes un nodrosSina
lietotaju anonimitati un privatumu.

e Anti-Phishing: Novértéta aizsardziba pret pikskeréSanas méginajumiem, bridinot
lietotajus par potencialiem apdraud&umiem.

1. tabula
Iebuvets
Timekla VPN |AdBlocker Safe Browsing Failu —[Privatuma JAnti-
parliiks Kripté$ana |reZims Phishing
Google
Chrome Nav |Nav Google Safe Browsing Nav Ir Ir
Mozzila
Firefox Nav |Ir Google Safe Browsing Nav Ir Ir
Opera Ir Ir Phishtank Nav Ir Ir
Brave Ir Ir Google Safe Browsing Nav Ir Ir
Microsoft Defender
Microsoft Edge|[Nav _|Ir SmartScreen Nav Ir Irt2

Izmantotas tehnologijas:
e WireShark- Tikla uzraudzibas riks, izmantots, lai analizétu datu parraides starp
parlukiem un serveriem.
e Speedometer 2.0 [7]: riks, kas tiek izmantots, lai m&ritu interneta parliku veiktsp&ju.
e Visual Studio Code: ir bezmaksas un viegli pielagojams koda redaktors.
Ka arT tika izmantota Python valoda, ar papildus bibloteku Selenium, izmantota phishing
parbaudém, lai automatizétu timekla vietnu apmekl€jumu un identificétu potenciali
launpratigas vietnes.

Rezultati
Saturs Raditaja Analize ar Wireshark, Izmantojot tikla uzraudzibas riku Wireshark, tika
analizeéti dazadu timekla parliku veiktie savienojumi, lai noskaidrotu to privatuma un datu
savakSanas prasmes. Rezultati ir $adi:
e Microsoft Edge: Veic savienojumus ar Scorecard Research un dazadam Microsoft un
Bing doméniem, noradot datu savakSanu tirgus pétijjumiem.
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e Google Chrome: Veic savienojumus ar Google API un optimizacijas vadlinijam,
uzsverot savas datu savakSanas un telemetrijas funkcijas.

e Firefox: Veic savienojumus ar Mozilla, Amazon un dazadam citam doméniem, noradot
datu savaksanu personalizeétu saturu ieteikumu noltkos.

e Brave: Veic savienojumus ar dazadiem serveriem, tostarp go-updater.brave.com un
brave-core-ext.s3.brave.com, kas norada uz datu savakSanu un atjauninajumu iegtisanu.

e Opera: Veic savienojumus ar dazadiem serveriem, tostarp merchandise.opera-api2.com
un easylist-downloads.adblockplus.org, kas varétu noradit uz datu apmainu saistiba ar
Opera produktiem un pakalpojumiem.
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Standard
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query response @xa561 A business.bing.com CNAME business-bing-com.b-@@@5.b-msedge.net CNAME b-80@5.b-mse..
query response @x8f56 AAAA business.bing.com

query response @x@b3f HTTPS business.bing.com

query @xelee AAAA bzib.nelreports.net

istandard

query @xd77b A bzib.nelreports.net

Standard
Standard
Standard
Standard

query @xa482 HTTPS bzib.nelreports.net

query response @xa482 HTTPS bzib.nelreports.net

query response @xd77b A bzib.nelreports.net CNAME bzib.nelreports.net.akamaized.net CNAME a416.dscd.akam.
query response @xelee AABA bzib.nelreports.net CNAME bzib.nelreports.net.akamaized.net CNAME a416.dscd.a.. .

Attels 1

Phishing Majaslapu Parbaude, izveidotais Python kods (phishing_check)

check_url(url}:
warnings_count
failed urls

browser = webdri
browser.get(url)

Attels 2

Attels 3

parbaudija visus 5 parlukus, lai noteiktu, kuram ir vislabaka bistamu vietnu redzamiba.
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Rezultati sadi:
TERMINAL

-:\Users\ninya\OneDrive\Desktop\Python proj> python phishing_check.py

Kopejais URL skaits: 1@

Bridinajumi par bistamibu: 95
AtklaSanas koeficients: 95%

parbaudit Sos URL: http://shopeecfficial.com.ph https://cinemarkk.com/ http://cinemarkk.com/ https://cinesmarkhoyts.com/ hi
PS C:\Users\ninya\OneDrive\Desktop\Python proj>» D

Attels 4
2. tabula
Atklasanas koeficients
Timekla parliiks [URLs|Bridinajumi (%) Neizdevas atvért URL
Google Chrome |100 |76 76% 7
Mozzila Firefox [100 |80 80% 4
Opera 100 |95 95% 5
Brave 100 |92 92% 4
Microsoft Edge [100 (79 79% 4

Speedometer2.0 veiktspgjas salidzinajums, lai noveértétu parliku veiktsp&ju, tika izmantots
Speedometer2.0. Rezultati sadi (videjais darbibu skaits miniite):

Table 1
Speedometer 2.0
Standartnovi| Procentualais
Timekla parliks| Interacija 1-10 | Vidéjais rezultats rze novirziens
Google Chrome [140.9-157.7 145 3.7 2.60%
Mozilla Firefox |147.8-153.4 151.1 1.4 0.90%
Opera 135.0-156.9 147 4.3 2.90%
Brave 171.2-176.6 1745 1.4 0.81%
Microsoft Edge  [166.6-178.9 172 2.7 1.60%

Salidzinot Speedometer2.0 rezultatus, var redzet, ka visiem parliikkiem ir lidziga veiktspgja,
taCu ir nelielas atSkiribas. Petfjuma rezultati liecina, ka vislabakais parluks Speedometer 2.0
testa ir Brave.

Secinajums
Petijuma rezultati liecina, ka vislabakais parliks gan droSibas, gan veiktsp€jas zina ir
Brave. Tas ir apstiprinats ar:

e Datu drosiba: Wireshark analize paradija, ka Brave ir minimali savienojumi ar argjiem
serveriem, kas norada uz lielaku privatumu, salidzinot ar citiem parlikiem.

e Phishing aizsardziba: Python koda parbaude radija, ka Brave bridinaja par bistamam
lapam visbiezak (92%), liecinot par ta efektivo anti-phishing funkciju.

e Veiktspgja: Speedometer 2.0 testa rezultati atklaja, ka Brave ir visaugstakais vid&jais
rezultats (174.5 runs/min) un minimalaka veiktsp&jas svarstiba, kas to padara par labako
izveli attieciba uz parliika atrumu un stabilitati.

Parrunatie faktori liecina, ka Brave un ar1 talu neatpaliek Opera ir labakais parliiks gan
drosibas, gan veiktsp&jas zina. Tomér ir janem vera, ka So secinajumu vargja ietekmét dazadi
faktori, pieméram, datora komponentes, interneta savienojuma atrums un citi apstakli.
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Summary
Taking all these factors into account, it can be concluded that Brave emerges as the best
browser in terms of both security and performance. However, it's important to acknowledge
that several factors could have influenced these findings, such as computer components,
internet connection speed, and other variables.
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