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Abstract. Scientific and scientific-technical information is a 
valuable tool for the development of education, technology 
and society as a whole.  The increase in the volume of 
information and the development of information networks of 
data exchange requires special means to ensure information 
protection of data. Methods, means and systems for 
information security of scientific, technical and scientific-
educational resources in intellectual information systems are 
of particular importance. The purpose of the research is to 
develop methods and software tools to ensure information 
security of valuable scientific and technical information 
resources in intelligent information systems. 
The proposed solution for intrusion detection in intelligent 
system is a web application firewall, which is used for 
enhanced security, detecting and preventing attacks before 
they reach the web application. It will protect the system 
from a whole range of attacks while allowing HTTP traffic 
monitoring and analyzing small changes or persistent state 
online. The Web Application Firewall (WAF) has the 
following features: logging of all HTTP protocol 
transactions, including request termination permissions and 
logging of the response; HTTP traffic can be examined in real 
time to detect attacks; preventing attacks before they reach 
the web application. 
This work is performed within the framework of the project 
on creation of an integrated intelligent system “SMART 
TUIT”, which includes several subsystems (Information 
Retrieval, Voice Recognition, Pattern Recognition, Scientific 
Information Assessment, Geoinformation System).     

Keywords: information security, intelligent system, scientific 
and technical information, information retrieval, behavioural 
analysis. 

I. THE CREDIBILITY OF SCIENTIFIC AND TECHNICAL 
INFORMATION SOURCES 

In recent times, significant scientific and technical 
discoveries stemming from diverse research endeavors 
have become increasingly valuable. Simultaneously, this 
body of knowledge plays a pivotal role as a primary 
resource for conducting further research. Hence, the ability 
to fully utilize such information during research endeavors 
is paramount. However, it is important to note that not all 
scientific and technical resources are readily accessible, 
and their utilization is governed by the owners or publishers 
of these resources. Presently, a plethora of international 
publishers and scientific databases, including Web of 
Science, Scopus, Ebsco, Springer, and ProQuest, alongside 
libraries, scientific laboratories, and research centers, offer 
access to these invaluable resources. 

Various methods and tools have been proposed in 
previous studies for evaluating information, considering 
factors like accuracy, completeness, reliability, 
compatibility, usability, objectivity, and novelty. However, 
the complexity arises from factors such as the user is 
knowledge level, the research field, the information 
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acquisition purpose, and the continuous evolution of 
science, leading to new information and changing the value 
of existing information over time. The evaluation of 
scientific and technical information sources is influenced 
by the evaluator is goals, interests, knowledge level, and 
timing of evaluation. Although evaluation often becomes 
subjective, there is a need for occasional objective 
assessments regarding the information is significance in 
advancing society and science [1]. 

In an era marked by the exponential growth of digital 
data, numerous search engines have emerged to cater to 
users' information requirements. These search systems are 
designed for various purposes, including accessing 
electronic libraries, archives, and educational databases, 
particularly for scientific and technical information 
retrieval. However, the majority of these search engines 
operate by retrieving information based on user queries. 
Consequently, it is crucial for scientific and technical 
database search systems to analyze user information needs 
before presenting relevant resources. Addressing this 
challenge, recommendation systems offer a viable solution, 
leveraging a knowledge base and machine learning 
algorithms. They have become integral to artificial 
intelligence and are widely employed across different 
organizations and services. For instance, Amazon has 
implemented a personalized recommendation system to 
suggest e-books to its customers effectively [2]. 

Research has commenced on implementing artificial 
intelligence within library systems [3]. This involves 
utilizing artificial intelligence in scientific and technical 
databases to analyze user data such as age, interests, 
expertise in specific fields, and past queries. By doing so, 
the system can suggest relevant information sources 
tailored to the user is needs, ultimately streamlining the 
librarian is tasks, enhancing the speed and precision of 
information retrieval, and improving overall management 
efficiency while better meeting the populace's 
informational requirements. 

II. SECURITY OF THE INTEGRATED INTELLIGENT SYSTEM 
“SMART TUIT” 

In integrated intelligent systems, user data stored in the 
database, such as personal data, their requests for 
information searches, preferences, search history and other 
types of confidential information may use by attackers 
implementing attacks such as URL interpretation, data 
entry validation attacks, SQL-injections and others for the 
purpose of stealing personal information, fraud or violating 
confidentiality.  

Among the scientific works devoted to the protection of 
information systems from security threats the following 
ones: a comparative study of various web-application 
vulnerability tools and scanners to determine their 
effectiveness and accuracy in vulnerability detection [4], 
rationalization of security measures against SQL injections 
[5], increasing the security level of web-applications by 
using firewalls [6], study of various filtering techniques to 
prevent SQL injection attacks [7], and others. 

Our solution for intrusion detection in an integrated 
intelligent system, “SMART TUIT”, is a web application 
firewall that used for enhanced security, detecting and 
preventing attacks before they reach the web application. It 
will protect your system from a whole range of attacks, 

while allowing you to monitor HTTP traffic and analyze 
small changes or persistent state online. The Web 
Application Firewall (WAF) has the following features: 

• Logging of all HTTP protocol transactions, 
including permissions to terminate the request and 
log the response, 

• HTTP traffic can be inspected in real time to detect 
attacks, 

• Prevention of the attacks before they reach the web 
application.  

A web application firewall can be part of a web server 
structure or a reverse proxy server on a network. Figure 1 
illustrates detailed scheme of web-application firewall 
functionality. To create an effective protective tool, sets of 
rules have been developed that detect HTTP protocol 
violations, detect typical attacks on web application 
security, protect against automated activity (bots, worms, 
scanners and other malicious programs), detect access to 
Trojan horses, and distort error messages sent to the server. 

Client software 
(web-browser) Web-server

Database
 server

External 
firewall

Internet Internal 
firewall

 
Fig. 1. Scheme of functioning of the web application firewall. 

Consider in more detail the architecture of the proposed 
web application firewall shown in Figure 2. 

Packet 
decoding Preprocessor IDS

Web-application 
firewall

Audit 
log-
files

Output 
module

Log 
database

 
Fig. 2. Architecture of the proposed web application firewall. 

a) Packet Decoding. The library used to capture 
packets transmitted over the network that contain the 
capture time, packet length, and link type (e.g., Ethernet, 
FDDI). A pointer created to point to each packet for 
performance analysis. The firewall in built-in mode has 
additional features such as packet transmission, packet 
modification, specific packet return, and packet deletion. 

b) Preprocessor. After packets captured, they 
passed to the preprocessor for packet extraction and 
normalization using the formats of each protocol. The 
preprocessor also analyzes statistics of network traffic 
usage and identifies unwanted attacks such as worms.  

c) IDS (Intrusion Detection System) is the core of 
the proposed system. With proper settings to detect 
network attacks effectively. If the captured packet contains 
any signature pattern, the system will alert about the attack 
and write the data to the log files. 

d)  Audit log-files. When the system recognizes 
attacks, log-file generated and message displayed that 
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contains attack-related information for the administrator to 
remove the attack. 

e) Output module. A module that allows to output 
errors in the desired format. 

As we research XSS, SQL injection vulnerabilities, we 
wrote filters to protect against them. The following code 
used to prevent SQL injection attacks: 

 
Fig. 3. Filtering rule to prevent SQL injection 

The following code used to prevent XSS attacks: 

 
Fig. 4. Filtering rule to prevent XSS attacks. 

In this section of the article, we presented an intrusion 
detection mechanism using web application firewall. The 
Web application firewall reduces the level of activity or 
blocks common attacks by using filters with the right set of 
rules. It should be noted, however, the need for the 
administrator to filter all incoming data from users. 

III. PATTERN RECOGNITION SUBSYSTEM IN “SMART 
TUIT” 

Recognition technologies applied in accordance with 
the specifics of the systems in which they are used. Among 
the most relevant today are bar codes, fingerprints, NFC 
and face recognition. Digital image processing allows 
devices to recognize an object, make a decision regarding 
the distribution and access control of the object in question, 
and act in accordance with the set access control rules in 
the system.  

This allowed using the capabilities of computers in 
different spheres of activity, as devices today can see 
objects in the same representation as people do [8]. The 
development of deep learning technology has allowed 
bringing to a new level the process of image detection, by 
convolutional neural network (CNN) and R-CNN. The 
authors of [9] investigated the learning approaches for face 
recognition in integrated information systems, in addition, 
different neural network architectures such as 
convolutional neural networks and recurrent neural 
networks (RNN) and their applications are discussed. In 
turn, in [10], the authors present a hybrid computing 
platform based on a graphics processing unit (GPU) and a 
programmable gate array (FPGA) for processing machine 

learning tasks. They investigate the application of this 
platform in the context of pattern detection and recognition. 
The combination of the power of the GPU and the 
flexibility of the FPGA enables high performance and 
efficiency in complex pattern recognition tasks. 

This section of the paper presents a model of image 
recognition, namely the faces of users of the integrated 
intelligent system “SMART TUIT”. The integration of the 
pattern recognition module in “SMART TUIT" led to the 
automation of the process of image capture, its analysis, 
subsequent search, as well as the definition of tasks. The 
CNN detector used in the module is a method of 
recognizing facial images of the system users. The module 
consists of four main parts: image (face) formation module, 
training module, camera module, and image identity 
verification module.  

The implementation of the pattern recognition module 
consists of initially recording information about each user 
(library visitor), then initiating the training process (Figure 
5 illustrates the process of creating and training the neural 
network) and subsequent testing with basic functions in the 
CNN library. 
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Fig. 5. Architecture of the proposed web application firewall. 

Storage of recognition objects provides the primary 
process of recording the faces of the system users. All these 
objects are stored in a single library. The greater the 
number of images stored in the database, the more 
accurately the image recognition module in the “SMART 
TUIT” system will function. The next step is the learning 
process represented by the algorithm associated with the 
data stored in the library. The code compiled in the training 
module provides step-by-step instructions on the processes 
performed in the system. 

One part of the presented image retrieval logic is shown 
in Figure 6.  

 
Fig. 6. Program code of the logic of functioning of the pattern 

recognition software module. 

First, the image is stored in memory, image 
identification based on faces by cropping the desired object 
from the total image. Next, the camera module recognizes 
the image and compares the available image with the 
images stored in the database according to the previously 
trained sample. The main process of functioning of this 
module (Figure 7) is to recognize an object based on the 
shape of the face, after which the image captured for the 
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purpose of subsequent comparison and determination of 
the identity of the images. 

Image formation 
module

Training 
module

Camera 
module

Image Identity 
Verification 

Module
 

Fig. 7. Interrelation of pattern recognition modules in the "SMART 
TUIT" system. 

 The architecture of the image recognition module in the 
“SMART TUIT” system (shown in Figure 8) includes a 
logical level responsible for data maintenance and 
management, as well as a storage level including databases 
with visit information, a knowledge base and a database 
with user information. The interaction of these components 
allows the system to effectively recognize user facial 
images, manage information, and provide security and 
access control. 

A. Logical level: 
• Image Recognition.  
At this level, the main process of recognizing user face 
images takes place. The image captured by the camera is 
stored in memory and is subjected to identification by 
cropping the desired object from the overall picture. The 
camera module then recognizes this image and compares 
it with the images stored in the database. The basic process 
of this module is to recognize an object based on the shape 
of the face and then capture the image to determine its 
identity. 
• Data management.  
This component is responsible for managing all necessary 
information in the system. This level contains data on 
users, staff, request management and statistics. 
Information about each user, visitor of the library, is 
recorded and stored in a database. The knowledge base 
contains information about the processes and rules of the 
system, and the user information database contains 
additional data about users, such as their personal data, 
visit history and other useful information. 

Interface of the pattern recognition module in the “SMART 
TUIT” system

Logical level

Maintenance

Image Recognition

Data management

Users (visitors)

Employees

Request management 
and statistics

Data storage

Knowledge 
baseVisit information User data

 
Fig. 8. Architecture of the pattern recognition module in the "SMART 

TUIT" system. 

 

Each component of the architecture will be discussed in 
more detail: 

B. Storage level: 
• Attendance database.  
This database contains information about each visit by 
users of the “SMART TUIT” system. It stores records of 
the date and time of the visit, user ID and other related 
data. This information can be used for analyzing and 
statistics of visits, as well as for security and access control 
purposes. 
• Knowledge base.  
The knowledge base contains information about the 
processes and rules of the “SMART TUIT” system. It 
includes instructions and manuals for using the system, 
pattern recognition algorithms, and other relevant 
knowledge necessary for the correct functioning of the 
pattern recognition module. 
• Database with user information.  
This database stores additional data about users of the 
“SMART TUIT” system. This may include personal data 
such as names, photos, contact information, as well as visit 
history, preferences, and other useful information that can 
be used to personalize and better serve users. 

The architecture of the image recognition module in the 
“SMART TUIT” system includes a logical level 
responsible for data maintenance and management, as well 
as a storage level including databases with visit 
information, a knowledge base and a database with user 
information. The interaction of these components allows 
the system to effectively recognize user facial images, 
manage information, and provide security and access 
control. 

Presented a pattern recognition model based on user 
face recognition in the integrated intelligent system 
“SMART TUIT”. The use of pattern recognition 
technologies, such as CNN and R-CNN, combined with 
digital image processing capabilities allowed to automate 
the process of capturing, analyzing and searching user 
faces, as well as determining the tasks. The process of 
implementing the module includes recording information 
about each user, training the neural network and testing the 
basic functions. One of the important components of the 
module is the storage of recognition objects in the database. 
The more images will be stored in the database, the more 
accurately will function the module of pattern recognition 
in the system “SMART TUIT”.  The use of the module in 
the “SMART TUIT” system provides automation of the 
processes of image capture, analysis and search, as well as 
reliability and security in the access control system. 

IV. CONCLUTION 
In our article, we proposed the concept of protecting 

the integrated intelligent system “SMART TUIT”. One of 
the solutions we presented is a web application-based 
approach with a Web Application Firewall functionality, 
which enhances security by detecting and preventing 
attacks before they reach the web application. The primary 
focus is on using input data filtering to protect against 
common attacks such as SQL injections and cross-site 
scripting (XSS). 

The image recognition subsystem in “SMART TUIT” 
is based on the application of CNN. The system automates 
the process of capturing, analyzing, and searching user 
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faces. The facial recognition module consists of several 
key components: the image formation module, training 
module, camera module, and image authentication 
module. It enables automation of the processes of 
capturing, analyzing, and searching user faces, providing 
reliability, security, and access control in the system. 

The architecture of the “SMART TUIT” system 
includes not only the intrusion detection module and 
image recognition module but also other components such 
as a knowledge base, user information database, and visit 
information database. The interaction among these 
components allows for effective information management, 
security, and access control. Overall, the scientific 
research and development in the field of intrusion 
detection and image recognition in the integrated 
intelligent system "SMART TUIT," along with the 
proposed solutions, contribute to enhancing system 
security and efficiency. 
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